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The Management Tools & Oversight You Need To 
Securely Share Files Across Any Boundaries 

 

SBX SecureShare™ is a browser-based application that enables comprehensive management over the 
processes of securely sharing your sensitive files with your selected recipients.  Utilising the access 
control and data protection capabilities of SBX Enigma™ technology, SecureShare provides the fine-
grained role-separation, access management, and auditability demanded to safeguard your high-value 
information assets.  All files remain in your servers until the recipient expressly requests download. 
 

Exceptional Control 
 

Granular control over all interactions with your sensitive files: 

 

 What gets shared 
 Who prepares the file for sharing 

 Who is authorised to download the encrypted file 
 Who is authorised to decrypt the encrypted file 

 

 

Imbedded control over all temporal aspects of sharing: 

 

 When the encrypted file is available for 
download 

 How long the encrypted file is available for 
download 

 When the downloaded file is available for 
decrypting 

 How long the downloaded file is available for 
decrypting 

 

 

One-click full revocation of file download and/or decryption authority at any point 
 

Real-time status reporting of all activity on a SecureShare™ event 
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Exceptional Security 
 

Government sanctioned file encryption (AES 256) 
 

Fine-grained access-controlled role separation available at every step: 

 

Publisher Roles 
 File selection and encryption 
 Recipient identification and notification 

Recipient Roles 
 Encrypted file download 
 Downloaded file decryption 

 

 

All original file security properties are preserved in the shared file: 

 

 Authentication, no-print, no-copy, no-paste, no-save, etc. 
 

Exceptional Accountability 

 

Fine-grain audit of every step of all SecureShare™ processes is mandatory 
 

Comprehensive reporting for all Publisher and Recipient activities 
 
 

Streamlined Secure Messaging For Your Everyday 
Messages & File Attachments 

 

Captures The Protections Of SecureShare™ For Your Routine Work Flow 

 

 Government sanctioned file encryption (AES 256) 

 Separate encryption keys for message and file attachments 

 All original file security properties preserved in the shared file 

 One-click full revocation of the sharing authority at any point 

 Access control and data protection capabilities of SBX Enigma™ technology 

 Comprehensive audit & reporting for all Sender and Recipient activities 
 


